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CYBERSECURITY AWARENESS

YOUR Cyber Safety Starts Here
‘L'earn, Empower, Assert, Protect (LEAP)

- -

WHAT'S IN IT FOR ME?

Cyber threats and crimes are not just news stories; they're real risks that could impact you, your family, and your business
any day. This workshop strips away the complexities of cybersecurity, providing you with essential tools and knowledge
to protect yourself and others effectively. By the end of this workshop, you will:

e What is cyber threat or crime and security?

* Why should we be alarmed of cybersecurity?
® Could | be a victim of cybercrime any day?

* Why do | need protection from cybercrime?
* How can | Secure myself from Cyber threats?
e What more should | do to protect others?

COURSE OVERVIEW

This One-day workshop covers the elements and importance of cyber threat and crime, that is rampant around us. An
individual or a group may be easily falling as a victim of such crime or threat. We all need to be aware of situations
where/when we are not secured. We should practice good Cyber Hygiene to ensure enough protection from such
incidents. This will cause any individual’s Cybersecurity posture to improve substantially. While inculcating the practice of

“See something, do something” each of us can strengthen the security of the society as well.

COURSE OUTCOMES

Upon completing this workshop, you will be able to:

e Aware of various cyber threats including scams, spam, and attacks, and understand how to respond to them

e Gain knowledge of the cybersecurity laws, regulations, and initiatives, enabling you to navigate these frameworks
confidently

e Adopt and maintain strong cyber hygiene practices that serve as the first line of defence against cyber intrusions

® Extend your cybersecurity knowledge to protect and educate your family and community, promoting a safer digital
environment for everyone

COURSE DURATION  COURSE FEE

One (1) Day / Eight (8) Hours SGD$300.00 (Excluding GST) Prevailing GST rates apply

HEAR FROM THEM

witness the success of our graduates how they've transformed their

approach to digital safety and how YOU can do the same NOW. READ NOW




PRINCIPLES OF CYBERSECURITY AWARENESS

COURSE OUTLINE

Topic 1 - Cyber Crime and Security

e Introduction to Cyber Security

e The Cybercrime and attacks

® The threat actors and motivation
® The source of cybercrime

® The method of a cybercrime

Topic 3 - Cyber threats and weaknesses

® The cyber threats, exploits and weaknesses
e Computer Viruses and Worms

e Trojan Horse and Spyware

® Hoaxes and Phishing Scams

e Mobile and Wireless Security Threats

® The objectives of cybersecurity * Remote Access Threats

¢ Social Media and Social Engineering Threats
Topic 2 - Cyber-crime losses and impacts S Gl Ses s
¢ Loss of personal / critical data or information
e Loss of valuables and assets Topic 4 - Cyber Protection and Security
¢ Loss of reputation or integration ® The cyber hygiene methods
* Loss of physical and mental health ¢ Internet Security
¢ Loss to society, and community. ® Device Security
¢ Social Media Security
e Securing from Phishing
e Securing from Scams
¢ Building awareness around us

e “See something, do something”

COURSE OBJECTIVES

Cybersecurity is a popular topic, but many are ignorant of the purpose. We are living in a digital era where data is
everything. We must understand that all information about ourselves that we either store or access using out many mobile
devices or wearables, is much more vulnerable than ever before. We often hear about data breaches and cases of identity
theft that affect millions of consumers. Two years ago, WannaCry ransomware encrypted millions of computers. As
individuals we are equally at risk of becoming a victim any day any time. So, the question is not if but when. The only way

out is to build a good cyber hygiene habit by learning the methods and means staying away from cybercrimes.

WHO SHOULD ATTEND?

This course is essential for:

e Any person who uses any mobile digital device (mobile Phone or tablets or Laptops or any similar device)
e Any individual who has accesses to the Internet or uses any application connected to it

e Anyone who is concerned about a cybercrime or had been a victim of cybercrime

e All who would want to be prepared for the future by building a good cyber hygiene habit

PRE-REQUISITES

e If you are concerned of the protection of your loved ones & yourself from cyber crime
e |f you had been a victim or is suspecting to be a victim of any cyber-crime or scam
e |f you can read, write, and speak in basic English
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REGISTER NOW

as we walk you through every step of the way to
navigate the digital world securely and skills
needed to protect your digital life.




